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1.Introduction

In 2019 the Italian National Cybersecurity
Perimeter (PSNC) was established, defining
critical service for the State. Providers of
these services are required to (I) create and
maintain a description of their infrastructure,
and (II) periodically perform cyber risk
assessmernt.

NIST defines risk assessment as: “the
process of identifying risk to organizational
operations, assets, and individuals”[1]. Risk can
be evaluated using the following formula:

Risk = Likelihood X Impact

where likelihood expresses the possibility of
an incident happening while impact
quantifies business consequences.

2. Goal

The goal is to provide methodologies and
tools to support organization in the activities
defined by the PSNC legislation. The focus
was to provide automation to risk
assessment and cybersecurity knowledge-
base management. Activities that are still
mainly manual.

In particular, is provided a formal
vocabulary tor a generic ICT infrastructure
description, tightly linked to cyber threats and
vulnerability[2], in addition to well defined
inference rules to support the automated
reasoning tasks|3].

3. Methodology

1. An ontology defining the formal
vocabulary for modeling a generic ICT
infrastructure and vulnerabilities; the
threat knowledge-base and inference rules
necessary for threat modeling automation.
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2. Known vulnerabilities databases:
CWS and NVD.

3. Information and composition of the target
infrastructure: list of assets, behavioral
interaction and data exchanges.

4. Through automation threats are linked to
assets by applying the defined inference
rules. Known vulnerabilities are gathered
from external databases.

5. Metrics required for cyber risk evaluation.
Predisposing conditions evaluate
attackers' capabilities and vulnerabilities
exploitability. Business impact evaluate
the consequences of a given threat

6. After providing the required information
risk  evaluation is  automatically
computed and threat identified are
ranked based on severity level.
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