
POLITECNICO
DI TORINO

Dipartimento di

Automatica e Informatica

PhD in Computer and Control Engineering

Supervisor

cycle

PhD Candidate:

1. Introduction

Spoofing attacks carried out using artificial replicas

are a severe threat for fingerprint based biometric

systems and, thus, require the development of effective

countermeasures. One possible protection method is to

implement software modules that analyze fingerprint

images to tell live from fake samples.

Most of the static software–based approaches in the

literature are based on various image features, each with

its own strengths, weaknesses and discriminative power.

Such features can be seen as different and often

complementary views of the object in analysis, and their

fusion is likely to improve the classification accuracy.

2. Objectives

The goal of this work was to assess the potential of

feature fusion approaches (Multi-view Learning) in the

area of fingerprint liveness detection by analyzing

different features (Views) and different methods for their

aggregation. Experiments on publicly available

benchmarks show the effectiveness of feature fusion

methods, which improve the accuracy of those based on

individual features and are competitive with respect to

alternative methods, such as the ones based on

Convolutional Neural Networks. .

3. Approach

Our work was at first focused on a comparative

analysis of different approaches to the feature fusion

problem (figure 1).

However, since an exhaustive assessment of all the

feature fusion methods available could be clearly

unfeasible, we rather selected approaches capable of

tackling different challenges of feature fusion, such as:

• Which features are most suited for this task?

• Which strategy is most promising between feature

level fusion or decision level fusion?

• Which data reduction strategies are more effective?

we experimented with a large set of textural features

and with four different methods:

• Using SVM to classify the combined features [1].

• Using boosting approaches, which combines multiple

weak classifiers to build a strong one.

• Using subspace transformation approaches to

compute a common latent space where all features

are transformed before classification.

• And as a novel contribution of our work we have

introduced Spidernet [3], a two-stage deep learning

architecture capable of jointly learning a suitable

transformation of the features into a common latent

space in the first stage and an effective aggregation

of the transformed features in the second stage

(figure 2).
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4. Results  

Here, we briefly report our experimental results in terms

of detection errors and their assessment with two baselines

(figure 4 top). The first aims at comparing multi-view

approaches with respect to single-view ones. The second

makes use of any possible approach to the problem.

Results of the Patch-based approach are also reported

with respect to the results od same architecture but on the

whole image besides its comparison with two baselines,

namely all the CNN based approaches and all the available

state of the art methods (figure 4 bottom).

5. Conclusion

• Multi-view and Patch-based approaches are effective

and able to generalize well,

• Able to improving the accuracy of single-view methods,

• competitive with other state-of-the-art approaches.
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In the third year we aimed at tackling a different

approach to the problem, namely a patch-based

approach [2]. Rather than extracting different features

(i.e., different views) from the same sample, as we did in

our previous works, we aimed at combining different

pieces of evidence from the same sample.

In details, our approach works as follows (figure 3):

• First, we segment each fingerprint image to remove

noisy background information,

• and then we divide it into non-overlapping patches.

• Finally, the patches are analyzed by a classifier and

the scores are combined to obtain final image label.

The rationale of this approach is twofold:

• First, using patches as samples rather than the full

images allow us to increase the size of the training

set, thus (hopefully) making the classifier more robust

and increasing its generalization capabilities.

• Second, since the dimension of the network input

layer is necessarily limited, using small sized patches

allows us to avoid resizing the samples and, thus, to

retain the original resolution and image information.

As for the classifiers used, we focused on

Convolutional Neural based on Transfer Learning

approaches, which takes the knowledge learned while

solving a problem and adapts it to a different problem:

• we picked some of the well-known CNN architectures

like AlexNet, ResNet, VGG, and GoogleNet,

• we adapted them (by re-training them) to the problem

at hand and

• we compared different architectures and assessed

them with the state of the art and with similar

approaches based on the analysis of the whole

image (and not on its patches).

• In testing, each input samples is divided into patches,

and all patches are analyzed individually by the net.

• Then, the final label of each test image is determined

by averaging the scores of each of its patches.
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Figure 1 Overview of the feature fusion approach 

for fingerprint liveness detection.

Figure 2 Diagram of the Spidernet.

Figure 3 Overview of 

the Patch-based approach.

Figure 4 (Top) Results of the feature fusion approaches. (Bottom) Results of Patch-

Based approach.


